Setup WireGuard Site to Site
VPN Tunnel on pfsense 2.7.2

‘ This guide was inspired by Marcus Rath

Introduction

This guide will walk you through setting up a WireGuard site to site VPN tunnel on pfsense 2.7.2.
For this guide we assume Site A with a network subnet of 192.168.1.0/24, Site B with a
network subnet of 192.168.24.0/24 and a Tunnel Subnet of 10.10.12.0/30. Obviously adjust
these settings to your specific needs.

Ensure that the Tunnel Subnet you choose does NOT overlap with any other network
subnets currently in use in your network environment.

Install WireGuard Package on Both Sites

On BOTH site pfsense installations, install the WireGuard package from System ---> Package
Manager ---> Available Packages. Enter Wireguard in the Search term field, click search and
then click on the Install button next to WireGuard package (Figure 1).

Figure 1
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Name Version Description

Tailscale 0.1.4 Tailscale is a mesh VPN alternative, based on WireGuard, that connects your computers, databases, and services together securely without any < Instal
proxies.

Package Dependencies:
@tailscale-'i 540

WireGuard 0.2.1 WireGuard(R) is an extremely simple yet fast and modern VPN that utilizes state-of-the-art cryptography. It aims to be faster, simpler, leaner, and =+ Install |

more useful than IPSec, while avoiding the massive headache. It intends to be considerably more performant than OpenVPN. WireGuard is
designed as a general purpose VPN for running on embedded interfaces and super computers alike, fit for many different circumstances. Initially
released for the Linux kernel, it is now cross-platform and widely deployable. It is currently under heavy development, but already it might be
regarded as the most secure, easiest to use, and simplest VPN solution in the industry.

Create Tunnel on Site A

On Site A, refresh the pfsense web GUI and navigate to VPN ---> Wireguard, click on the
Tunnels tab and then click on Add Tunnel button (Figure 2).
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In the Tunnel Configuration fill/set in the following fields (Figure 3):

e Enable: Checked
e Description: Optionally, describe the purpose of this tunnel (Ex: Tunnel to Site B)
e Listen Port: Leave blank to use port UDP/51820 or enter a specific port number you with

to use
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e Interface Keys: click the Generate button to create a new Private/Public key pair and
copy the Public Key that's generated in order to enter it in the Public Key field on Site B.
e Click the Save Tunnel button
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Create Tunnel on Site B

On Site B, refresh the pfsense web GUI and navigate to VPN ---> Wireguard, click on the
Tunnels tab and then click on Add Tunnel button (Figure 4).

Figure 4


https://docs.deeztek.com/uploads/images/gallery/2024-01/hRSimage.png

Ejsense System - nterfaces ~ Firewall ~ = VPN - Status ~ Diagnostics - Help -

COMMUNITY EDITION

VPN / WireGuard / Tunnels Cw® =L@

Tunnels Peers Settings Status

WireGuard Tunnels

MName Description Public Key Address / Assignment Listen Port Peers Actions

In the Tunnel Configuration fill/set in the following fields (Figure 5):

Enable: Checked

Description: Optionally, describe the purpose of this tunnel(Ex: Tunnel to Site A)

Listen Port: Leave blank to use port UDP/51820 or enter a specific port number you with
to use

Interface Keys: click the Generate button to create a new Private/Public key pair and
copy the Public Key that's generated in order to enter it in the Public Key field on Site B.
Click the Save Tunnel button

Figure 5
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Enable WireGuard on Both Sites

On BOTH sites, navigate to VPN ---> WireGuard, click on the Settings tab and click on the
Enable WireGuard checkbox, select Only Unassigned Tunnels on the Interface Group
Membership drop-down and then click on the Save button (Figure 6).

Figure 6
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Add Peer on Site A

On Site A, navigate to VPN ---> WireGuard, click on the Peers tab and then click on the Add
Peer button (Figure 7).
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In the Peer Configuration fill/set in the following fields (Figure 8):

o Enable: Checked

e Tunnel: Select the Tunnel previously configured from the drop-down list

e Description: Optionally, describe the purpose of this Peer (Ex: Peer to Site B)

e Dynamic Endpoint: Unchecked

e Endpoint: Fill in the Internet IP or Hostname as well as the port number for Site B

e Public Key: Paste the previously copied Public Key from the Tunnel on Site B

e Pre-shared Key: Click the Generate button to generate a new pre-shared key and copy it
in order to paste in the Peer configuration of Site B

e Allowed IPs: Enter an UNUSED Network address (Example: 10.10.12.0) with a CIDR of
30 (For a total of two IPs) in the first field, click the Add Allowed IP and then enter the
Network Address and corresponding CIDR of the subnet for Site B

e Click the Save Peer button
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Add Peer on Site B

On Site B, navigate to VPN ---> WireGuard, click on the Peers tab and then click on the Add
Peer button (Figure 9).
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In the Peer Configuration fill/set in the following fields (Figure 10):

e Enable: Checked

e Tunnel: Select the Tunnel previously configured from the drop-down list

e Description: Optionally, describe the purpose of this Peer (Ex: Peer to Site A)

e Dynamic Endpoint: Unchecked

e Endpoint: Fill in the Internet IP or Hostname as well as the port number for Site A

e Public Key: Paste the previously copied Public Key from the Tunnel on Site A

e Pre-shared Key: Paste the previously copied Pre-Shared key from the Peer on Site A

e Allowed IPs: Enter the SAME Tunnel Subnet Network address and CIDR you set on
the Peer on Site A, click the Add Allowed IP and then enter the Network Address and
corresponding CIDR of the subnet for Site A

e Click the Save Peer button

Figure 10
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Configure Interface for Site A

On Site A, navigate to Interfaces ---> Assignments and under Available network ports drop-
down select the WireGuard tunnel you previously created and click the Add button (Figure 11).

Figure 11
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Click on the new OPT(X) interface that was just created (Figure 12).
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In the General Configuration page fill/set the following fields (Figure 13):

e Enable: Checked

e Description: Optionally, describe the purpose of this Interface (Ex: Tunnel to Site B)

o IPv4 Configuration Type: Static IPv4

e IPv4 Address: Enter an IP address for Site A. The IP address you enter here will be one
of two possible IP addresses you can use from the /30 Tunnel Subnet you chose earlier.
For this example, we used the Subnet Tunnel of 10.10.12.0/30 which gives us
10.10.12.1 and 10.10.12.2 as the only two usable IPs for this subnet. So, for this
example we will use 10.10.12.1 for Site A.

e Click the Save button and then click the Apply Changes button.
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Configure Interface for Site B

On Site B, navigate to Interfaces ---> Assignments and under Available network ports drop-
down select the WireGuard tunnel you previously created and click the Add button (Figure 14).

Figure 14
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Click on the new OPT(X) interface that was just created (Figure 15).
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In the General Configuration page fill/set the following fields (Figure 16):

e Enable: Checked

e Description: Optionally, describe the purpose of this Interface (Ex: Tunnel to Site A)

o IPv4 Configuration Type: Static IPv4

e IPv4 Address: Enter an IP address for Site B. The IP address you enter here will be one
of two possible IP addresses you can use from the /30 Tunnel Subnet you chose earlier.
For this example, we used the Subnet Tunnel of 10.10.12.0/30 which gives us
10.10.12.1 and 10.10.12.2 as the only two usable IPs for this subnet. So, for this
example we will use 10.10.12.2 for Site B.

e Click the Save button and then click the Apply Changes button.
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Create Gateway and Route on Site A

On Site A navigate to System ---> Routing and under the Gateways tab click the Add button (
Figure 17).

Figure 17
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In the Edit Gateway page fill/set the following fields (Figure 18):

e Disabled: Unchecked

e Interface: Select the interface for Site A you created earlier

o Name: Enter a name for this gateway (Ex: WG_GW_Site_B)

Gateway: Enter the Tunnel Subnet IP address for Site B. For this example we used
10.10.12.2 for Site B.

Description: Optionally, enter a description (Ex: Wireguard Gateway to Site B)

Click the Save button and then click the Apply Changes button.

Figure 18
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Next, on Site A navigate to System ---> Routing and under the Static Routes tab click the Add
button (Figure 19).
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In the Edit Route Entry page, fill/set the following fields (Figure 20):
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Destination network: Enter the network subnet for Site B (NOT the tunnel subnet).
In this example, the network subnet we used for Site B was 192.168.24.0/24.
Gateway: Select the Gateway to Site B you created earlier

Description: Optionally, enter a description (Ex: Route to Site B)

Click the Save button and then click the Apply Changes button.

Figure 20
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Create Gateway and Route on Site B

On Site B navigate to System ---> Routing and under the Gateways tab click the Add button (
Figure 21).
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In the Edit Gateway page fill/set the following fields (Figure 22):

e Disabled: Unchecked

Interface: Select the interface for Site A you created earlier

Name: Enter a name for this gateway (Ex: WG_GW_Site_A)

Gateway: Enter the Tunnel Subnet IP address for Site A. For this example we used
10.10.12.1 for Site A.

Description: Optionally, enter a description (Ex: Wireguard Gateway to Site A)

Click the Save button and then click the Apply Changes button.

Figure 22
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Description Wireguard Gateway to Site A

Next, on Site B navigate to System ---> Routing and under the Static Routes tab click the Add
button (Figure 23).
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In the Edit Route Entry page, fill/set the following fields (Figure 24):

e Destination network: Enter the network subnet for Site A (NOT the tunnel subnet).
In this example, the network subnet we used for Site A was 192.168.1.0/24.

o Gateway: Select the Gateway to Site A you created earlier

e Description: Optionally, enter a description (Ex: Route to Site A)

e Click the Save button and then click the Apply Changes button.

Figure 24
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Lrestination network Tor this static route

I Gateway WGE_GEW_Site_A- 1010121 b I
- 7 L
Disabled Disable this static route

Set this option to disable this static route without remeving it from the list.

I Description Route to Site A

Add Firewall Rules on BOTH Firewalls

On BOTH firewalls, navigate to Firewall ---> Rules and under the WAN tab, click the Add button.
In the Edit Firewall Rule page, fill/set the following fields (Figure 25).

e Action: Pass

Interface: WAN

Address Family: IPv4
Protocol: UDP

Source: Any

Destination: WAN address
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Destination Port Range: (other) 51820 to (other) 51820

Log: Optionally, check to Log packets that are handled by this rule
Description: Optionally, enter a description (Ex: Wireguard Site A and Site B)
Click the Save button and then click the Apply Changes button.

Figure 25

Edit Firewall Rule

Action Pass v

Choose what to do with packeta that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDF) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled Disable this rule

Set this option to disable this rule without removing it from the list.

WAN

Address Family = v I

I Protocol UDF w I
s

Source

Source Irvert match Any b Source Addreas i ~

#Diq)h,.ld-lm‘l
The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
its default value, any.

Destination

Destination Invert match WAN address

Diestination Port Range (other) b 51820 51820
[*]] \;E.L‘ll Lkt \./E.L'll

Specify the destination port or port range for this rule. The "To” field may be left empty if only filtering a single port.

Extra Options
Log Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remate syslog server (aee

the Status: System Logs: Settings page).

I Description Wireguard Site A and Site B

A OSBCNPUOn May De entered here for adminisirative reterence. A maximum of 52 characters will be used in the ruleset and displayed in the firewal
0g.

Advanced Options # ay Ak N

On BOTH firewalls, navigate to Firewall ---> Rules and under the TUNNELTOSITE(X) tab, click
the Add button. In the Edit Firewall Rule page, fill/set the following fields (Figure 25).

e Action: Pass

e Interface: Ensure the interface you created earlier for each site is already selected

e Address Family: IPv4

e Protocol: Any (Start with Any and then you can tighten the rules further after you ensure
tunnel is working properly)
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e Source: Any (Start with Any and then you can tighten the rules further after you ensure
tunnel is working properly)

e Destination: Any (Start with Any and then you can tighten the rules further after you
ensure tunnel is working properly)

o Destination Port Range: Any (Start with Any and then you can tighten the rules further
after you ensure tunnel is working properly)

e Log: Optionally, check to Log packets that are handled by this rule

e Description: Optionally, enter a description (Ex: Wireguard Traffic Site A and Site B)

e Click the Save button and then click the Apply Changes button.

Figure 25

Edit Firewall Rule

Action Pazs W

Choose what to do with packeta that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) i returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled Disable this rule

Set this option to disable this rule without removing it from the list.

Interface WAN o

Source Irwert match Any b Source Addreas ! ~

 « JTp—

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
its default value, any.

Destination

Destination Invert match WAN address

Destination Port Range (other) hd 51820 (other) W 51820

2] o Lk e

Specify the destination port or port range for this rule. The "To” field may be left empty if only filtering a single port.

Extra Options
Log Leg packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remate ayslog server (aee
the Status: System Loga: Settings page).

I Description Wireguard Site & and Site B
A OSECNPUON May De entered Nere 1o adminiswatve reterence. A maxmuam of 52 characters will be used inthe ruleset and displayed in the firewal
og.
Advanced Options # ay Ak N

Check the Wireguard Status
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On BOTH firewalls navigate to Status ---> Wireguard, locate the WireGuard tunnel you created,
expand it and ensure the Peers are connected on BOTH firewalls (Figure 26).

Figure 26
Status / WireGuard Ca=we
Tunnels Peers Settings Status
WireGuard Status
Tunnel Description Peers  Public Key Address / Assignment MTU Listen Port RX T
W A tun_wg0 Tunnel to Site 1 dih - _-_L_ TUMMELTC - [opt3) 1300 51820 94 KiB 1.17 MiB
Peers Description Latest Handshake Public Key Endpoint Allowed IP2 RX T®
I Peerto -- 2 seconds age uh. ' . e T 10L10.12.0/30 (+1) Q4 KB 1.17MiB

Package Versions

Mame Version Comment

pfSense-pkg-WireGuard 0.2 pfSense package WireGuard

Additionally, ensure you can ping and access resources on each remote network from the
corresponding site.
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