System Certificates

Hermes SEG allows you to manage SSL certificates in order to be used for console access over
HTTPS as well as SMTP TLS transactions.

Hermes SEG Community Version

Hermes SEG Community Version will allow you to create Certificate Signing Requests to submit to
3rd party CAs and import certificates from 3rd party CAs.

e Click the Import Certificate button, enter a friendly name for the certificate in the
Certificate Name field, paste the contents of the certificate including the ==---- BEGIN

contents of the unencrypted key including the ----- BEGIN PRIVATE KEY----- & ----- END
PRIVATE KEY----- lines in the Unencrypted Key field, paste the contents of the root and
Intermediate CA certificates including the ==--- BEGIN CERTIFICATE----- & ==--- END
CERTIFICATE----- lines in the Root and Intermediate CA Certificates field and click
the Import button (Figure 3):

Figure 3



Import Certificate

Certificate Mame

Enter a friendly mame for this certificate

Certificate

BEGIM CERTIFICATE-----
MIETTCCAC AW Y3z A | BgN VEAY TAINTMREWDwYDV
QI DARNY ) S BGFUZDEY
MEUGATUEBwwWOSGFZemUgZGLIgRIINY2UdjAcBgMVBAD
MIVMIaWRIbr)lemegUHIv
dHprbyBFeWU g M zbZMpY X RlczEL MAKGATUECwaw TS
GzAZBgNVBAMMEmMThaWieu
3Bl R LM vE TCC A WD O Ik Z e NAQEBBGAD gg|
PADCCAgoCgglBAMZIL
bAkFSDexDnQsPUTOUTFDSD3d/ Bwifn2oBWPEWSI+ GEATsW

Unencrypted Key

MIETTCCAC AW Y3z A | BgN VEAY TAINTMREWDwYDV
QI DARNY ) S BGFUZDEY
MEUGATUEBwwWOSGFZemUgZGLIgRIINY2UdjAcBgMVBAD
MIVMIaWRIbr)lemegUHIv
dHprbyBFeWU g MNzbZMpY X RlczEL MAKGATUECwaw TS
GzAZBgNVBAMMEmM ThaWisu

3Bl R LM vE TCC A WD O Ik Z e NAQEBBGAD gg|
PADCCAgoCgglBAMZIL

bAkFSDexDnQsPUTOUTFDSD3d/ Bwifn2oBWPEWSI+ GEATsW

Root and Intermediate CA Certificates

BEGIM CERTIFICATE-----
MIETTCCAMCACR WG Y3tz A BgMNVEAY TAINTMREWDWYDY
Q0 DAY S BGFUZDEY
MEUGATUEBwwWOSGFZemUgZGLIgRIINY2UdjAcBgMVBAD
MIVMIaWRIbr)lemegUHIv
dHprby3FeWU g MNzbZMpY X RlczELMAKG AT UECwaw TS
GzAZEgMNVBAMMEmMThaWieu
3Bl R LM vE TOC A WD O Ik Z e NAQEBBGA D gg|
PADCCAgoCgglBAMZIL
bAfEDexDnQsPUTOUT00D3d/ 2wl fn3odWREWGI+ GEATSW

Hermes SEG Pro Version

Hermes SEG Pro Version will allow you to create Certificate Signing Requests to submit to 3rd party
CAs, import certificates from 3rd party CAs as well as Request Lets Encrypt (Acme) Certificates.

If you wish to import a 3rd party CA certificate, please follow the Hermes SEG Community
instructions above to import a certificate. If you wish to request a Lets Encrypt (Acme) certificate,
follow the instructions below:

Before requesting Acme Certificates ensure that BOTH ports TCP 80 and TCP 443 are
open to Hermes SEG from the Internet and the domain you are requesting the certificate is
pointing to the Internet accessible IP address of your Hermes SEG machine. We recommend
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that you test using the Acme Staging server first to ensure the request works before

attempting to use Acme Production. The reason we initially Request Acme Certificate
utilizing the Acme Staging server is because Lets Encrypt is much more lenient with rate
limits with failed requests in their staging environment than their production environment,

click here for details.

e Click the Request Acme Certificate button, enter a friendly name in the Certificate
Name field, enter the FQDN (domain name) you wish to request a certificate, enter a valid
e-mail address in the Notifications E-mail address field, leave the Acme Server drop-
down field set to Acme Staging and click the Request button (Figure 4):

Figure 4


https://letsencrypt.org/docs/staging-environment/

Request Acme Certificate

A\ Before requesting Acme Certificates ensure you first
read the System Certificates Documentation. Ensure that
BOTH ports TCP 80 and TCP 443 are open to Hermes SEG
from the Internet and the domain you are requesting the
certificate is pointing to the Internet {P address of your
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Staging server first to ensure the request works before

attempting to use Acme Production
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smtp.domain.tld
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Acme Server

Acme Staging

Cancel

e If the Acme Certificate Request fails, double-check that the FQDN (domain name) points to
the Internet accessible IP of your Hermes SEG machine and that BOTH ports TCP/80
(HTTP) and TCP/443 (HTTPS) are allowed through your firewall and try again.

e If the Acme Certificate Request succeeds, locate the newly created certificate in your
certificate list, click the ﬂ_icon and on the resultant Delete Certificate confirmation

click on Yes (Figure 5):
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Figure 5

about:blank#blocked

Delete Certificate

Are you sure you send to delete this Certificate? This action is
irreversible!

e Click the Request Acme Certificate button again, enter a friendly name in the
Certificate Name field, enter the FQDN (domain name) you wish to request a certificate,
enter a valid e-mail address in the Notifications E-mail address field, this time set the

Acme Server drop-down field set to Acme Production and click the Request button (
Figure 6):

Figure 6
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Request Acme Certificate

A Before requesting Acme Certificates ensure you first
read the System Certificates Documentation. Ensure that
BOTH ports TCP 80 and TCP 443 are open to Hermes SEG
from the Internet and the domain you are requesting the
certificate is pointing to the Internet IP address of your
Hermes SEG. We recommend that you test using the Acme
Staging server first to ensure the request works before

attempting to use Acme Production
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