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Sync Time from External
Time Source

By default, all machines in the domain will sync time from the domain controller which is the
internal time server - if you have more than one DC then time will sync from the DC that holds the
PDC emulator FSMO role. To check which DC is PDC emulator in your domain you need to run
netdom /query fsmo command like so:

[¢+.| Administrator: Command Prompt

C:~rnetdom ~guery fsmo
Schema mastep

Domain naming master
PFDC

RID pool manager

G2

Once PDC emulator role is established there is few commands we need to run in order for time to
sync, these are (run on PDC emulator):

w32tm /config /manualpeerlist:"time.windows.com,0x1"
/syncfromflags:manual /reliable:yes /update

w32tm /config /update

net stop w32time && net start w32time

[&.| Administrator: Command Prompt

C:sowd2tm Aconfig smanualpeerlist:"time.windows.com.Bx1" Asyncfromf lags imanuwal
reliabletyes supdate
The command completed successfully.

C:wowd2tm Aconfig Aupdate
The command completed successfully.

C:s>net stop w3i2time && net start wi2time
The Windows Time service is stopping.
The Windows Time service was stopped successfully.

The Windows Time service is starting.
The Windows Time service was started successfully.

Csl

IF you need to add more than one NTP server then the peer list entries are space delimited,
example:
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Once completed Windows time service should begin synchronizing time on the domain controller(s)
with external source. To view the time configuration you can use w32tm /query /configuration
command. In my case, my time was not synced with external time server:

[c».| Administrator: Command Prompt

C:souwd2em Aguery ASconfiguration
[Conf iguration]

s: 18
TimeJumpfAuditOffset: 28800 (Local>
MinPollInterval: 6 <Locall
MaxPollInterval: 18 {Locall
MaxMegPhaseCorrection: 172888 <Locall
MaxPosPhaseCorrection: 1728080 <{Locall>
MaxAllowedPhaseOffzet: 380 {(Locall

FrequencyCorrectRate: 4 (Local>
PollAdjustFactor: 5§ {Locall
LargePhaseOffset: 5HABAAEHA (Locall
SpikellatchPeriod: 988 {Local>
LocalClockDiszpersion: 18 <Local>
HoldPeriod: 5 <Local>
PhazeCorrectRate: 7V (Locall
Updatelnterval: 188 {Local>

[TimeProviders ]

MtpClient <Locall

D11Hame : C:“Windows“systemn3d2*w32time.dll {Locall’
Enabled: 1 <Local>

InputProvider: 1 <Locall
CrossSiteSyncFlags: 2 (Local?
AllowMonstandardModeCombinations: 1 {Local
RezolvePeerBackof fMinutes: 15 (Local>
ReszolvePeerBackoffHaxTimes: 7 {(Local
CompatibilityFlags: 2147483648 (Local>
EventLogFlag=: 1 {Local>

LargeSampleSkew: 3 <Locall
SpecialPollInterval: 366860 (Local

Type: NISDS <Locall

MtpServer <Locall

D11Hame : C:“Windows“systemn3d2*w32time.dll {Locall
Enabled: 1 <Local>

InputProvider: B {Locall
AllovMonstandardModeCombinations: 1 (Local?

and after | made the changes:
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[c| Addministrator: Command Prompt

C:s2uwd2tm Aquery ASconfiguration
[Conf iguration]

EventLogFlags: 2 <Locall
AnnounceFlags: § (Locall
TimeJumpAuditOffset: 28800 (Local
MinPollInterval: 6 {Locall
MaxPollInterval: 18 <(Locall
MHaxMegPhaseCorrection: 172800 (Local>
MaxPosPhazeCorrection: 172880 (Local>
MaxfllowedPhaseOffzset: 380 {(Locall)

FreguencyCorrectRate: 4 (Locall
PollAdjustFactor: 5 (Local
LargePhazeOffzet: 580000000 (Local>
SpikeWatchPeriod: 788 (Local?
LocalClockDizspersion: 18 {(Local>?
HoldPeriod: 5 (Locall
PhaseCorrectRate: 7 (Locall
Updatelnterval: 188 (Local

[TimeProviders ]

MtpClient {(Locall

D11Name : C:sWindowsssystem32swiZtime.dll (Local
Enabled: 1 {(Local>

InputProvider: 1 <Locall
AllowMonstandardModeCombinations: 1 {(Local?
RezolvePeerBackof fMinutes: 15 (Local>
ReszolvePeerBackof fHaxTimes: 7 {(Local?
CompatibilityFlags: 2147483648 (Local>
EventLogFlags: 1 {(LocalX

LargeSampleSkew: 3 (Locall
SpecialPollInterval: 3680 <{Locall

Type: NTP <Local>

HtpServer: time.windows.com.Bxl {(Local’

HtpServer {(Locall

D11Name : C:sWindowsssystem32swiZtime.dll (Local
Enahled: 1 <LocalX>

InputProvider: B <(Locall
AllowMonstandardModeCombinations: 1 (Local?

all was set to sync from time.windows.com. From workstation point of view to configure a client
computer for automatic domain time synchronization:

1 w32tm /config /syncfromflags:domhier /update

and to check if its syncing:

1 w32tm /monitor

and to re-sync:

1 w32tm /resync

If there're any errors then these will be written to Event Viewer - please check if you're having
issues.
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Get List of Locked Out Users
and their Clients and Kill the
Sessions

Get List of Locked Out Users

Download the Get-LockedOutUser.psl script and run it in an administrator powershell prompt:

PS C:\Tools> .\Get-LockedOutUser.psl

In the Security Warning, click on Run once (Figure 1):

Figure 1

B securit arning — O

Run cnly scripts that you trust. While scripts from the internet can be useful, this script can potentially harm your
computer. If you trust this script, use the Unblock-File cmdlet to allow the script to run without this warning message.
{ Do you want to run CATools\Get-LockedOutUserps1?

Do not run| | Run once | | Suspend

In the cmdlet Get-Credential at command pipeline prompt, supply Administrator credentials (
Figure 2):

Figure 2
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crndlet Get-Credential at command pipe... ? >

[

Supply values for the following parameters:

User name: |ﬁ superadmin v|
Password: | [TIIITTIIIT] |
. ok || Cancel |

Wait for a bit while it parses the domain controller logs and you should see an output similar to
below where the UserName field reflects the locked out username and the ClientName field
reflects the client machine the lockout was generated:

TimeCreated UserName ClientName

1/27/2021 9:15:39 AM userl] wkstationl
1/27/2021 8:20:47 AM user2[ wkstation25
1/27/2021 8:15:27 AM user3 [0 wkstationll

Kill the Sessions

From a administrator command prompt, get the session ID of the logged in user from the machine
name from the powershell output above by using qwinsta to query the user session on the client
machine you wish to kill the session from:

gwinsta /server:wkstationl

You should get an output similar to below:

SESSTIONNAME USERNAME ID STATE TYPE DEVICE
services 0 Disc

console userl[] 1 Disc

rdp-tcp 65536 Listen

If we were to kill the session for userl, then the session ID would be 1. We can kill the session by

using rwinsta:

rwinsta 1 /server:wkstationl
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